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21.1 FTP
File Transfer Protocol (FTP) is the standard mechanism provided by TCP/IP for
copying a file from one host to another. Although transferring files from one system to
another seems simple and straightforward, some problems must be dealt with first. For
example, two systems may use different file name conventions. Two systems may have
different ways to represent text and data. Two systems may have different directory
structures. All of these problems have been solved by FTP in a very simple and elegant
approach.

FTP differs from other client-server applications in that it establishes two connec-
tions between the hosts. One connection is used for data transfer, the other for control
information (commands and responses). Separation of commands and data transfer
makes FTP more efficient. The control connection uses very simple rules of communi-
cation. We need to transfer only a line of command or a line of response at a time. The
data connection, on the other hand, needs more complex rules due to the variety of data
types transferred.

FTP uses two well-known TCP ports: Port 21 is used for the control connection,
and port 20 is used for the data connection.

Figure 21.1 shows the basic model of FTP. The client has three components: user
interface, client control process, and the client data transfer process. The server has two
components: the server control process and the server data transfer process. The control
connection is made between the control processes. The data connection is made
between the data transfer processes.

The control connection remains connected during the entire interactive FTP ses-
sion. The data connection is opened and then closed for each file transferred. It opens
each time commands that involve transferring files are used, and it closes when the file
is transferred. In other words, when a user starts an FTP session, the control connection
opens. While the control connection is open, the data connection can be opened and
closed multiple times if several files are transferred. 

Connections
The two FTP connections, control and data, use different strategies and different port
numbers.

FTP uses the services of TCP. It needs two TCP connections. The well-known port 21 is 
used for the control connection and the well-known port 20 for the data connection.
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Control Connection

The control connection is created in the same way as other application programs
described so far. There are two steps:

1. The server issues a passive open on the well-known port 21 and waits for a client. 

2. The client uses an ephemeral port and issues an active open. 

The connection remains open during the entire process. The service type, used by the IP
protocol, is minimize delay because this is an interactive connection between a user
(human) and a server. The user types commands and expects to receive responses without
significant delay. Figure 21.2 shows the initial connection between the server and the client. 

Data Connection

The data connection uses the well-known port 20 at the server site. However, the cre-
ation of a data connection is different from what we have seen so far. The following
shows how FTP creates a data connection:

1. The client, not the server, issues a passive open using an ephemeral port. This must be
done by the client because it is the client that issues the commands for transferring files.

Figure 21.1 FTP

Figure 21.2 Opening the control connection
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2. The client sends this port number to the server using the PORT command (we will
discuss this command shortly). 

3. The server receives the port number and issues an active open using the well-
known port 20 and the received ephemeral port number. 

The steps for creating the initial data connection are shown in Figure 21.3. Later we
will see that these steps are changed if the PASV command is used.

Communication
The FTP client and server, which run on different computers, must communicate
with each other. These two computers may use different operating systems, different
character sets, different file structures, and different file formats. FTP must make this
heterogeneity compatible. 

FTP has two different approaches, one for the control connection and one for the
data connection. We will study each approach separately.

Communication over Control Connection

FTP uses the same approach as TELNET or SMTP to communicate across the control
connection. It uses the NVT ASCII character set (see Figure 21.4). Communication is
achieved through commands and responses. This simple method is adequate for the
control connection because we send one command (or response) at a time. Each com-
mand or response is only one short line so we need not worry about file format or file

Figure 21.3 Creating the data connection

Figure 21.4 Using the control connection
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structure. Each line is terminated with a two-character (carriage return and line feed)
end-of-line token.

Communication over Data Connection

The purpose and implementation of the data connection are different from that of the con-
trol connection. We want to transfer files through the data connection. The client must
define the type of file to be transferred, the structure of the data, and the transmission mode.
Before sending the file through the data connection, we prepare for transmission through
the control connection. The heterogeneity problem is resolved by defining three attributes
of communication: file type, data structure, and transmission mode (see Figure 21.5).

File Type FTP can transfer one of the following file types across the data connection:

❑ ASCII file. This is the default format for transferring text files. Each character is
encoded using NVT ASCII. The sender transforms the file from its own represen-
tation into NVT ASCII characters and the receiver transforms the NVT ASCII
characters to its own representation. 

❑ EBCDIC file. If one or both ends of the connection use EBCDIC encoding, the file
can be transferred using EBCDIC encoding. 

❑ Image file. This is the default format for transferring binary files. The file is sent as
continuous streams of bits without any interpretation or encoding. This is mostly
used to transfer binary files such as compiled programs. 

If the file is encoded in ASCII or EBCDIC, another attribute must be added to define
the printability of the file.

a. Nonprint. This is the default format for transferring a text file. The file contains
no vertical specifications for printing. This means that the file cannot be printed
without further processing because there are no characters to be interpreted for
vertical movement of the print head. This format is used for files that will be
stored and processed later.

b. TELNET. In this format the file contains NVT ASCII vertical characters such
as CR (carriage return), LF (line feed), NL (new line), and VT (vertical tab).
The file is printable after transfer. 

Data Structure FTP can transfer a file across the data connection using one of the
following interpretations about the structure of the data:

❑ File structure (default). The file has no structure. It is a continuous stream of bytes. 

Figure 21.5 Using the data connection
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❑ Record structure. The file is divided into records. This can be used only with text
files.

❑ Page structure. The file is divided into pages, with each page having a page
number and a page header. The pages can be stored and accessed randomly or
sequentially.

Transmission Mode FTP can transfer a file across the data connection using one of
the following three transmission modes:

❑ Stream mode. This is the default mode. Data are delivered from FTP to TCP as a
continuous stream of bytes. TCP is responsible for chopping data into segments of
appropriate size. If the data is simply a stream of bytes (file structure), no end-of-
file is needed. End-of-file in this case is the closing of the data connection by the
sender. If the data are divided into records (record structure), each record will have
a 1-byte end-of-record (EOR) character and the end of the file will have a 1-byte
end-of-file (EOF) character.

❑ Block mode. Data can be delivered from FTP to TCP in blocks. In this case, each
block is preceded by a 3-byte header. The first byte is called the block descriptor;
the next two bytes define the size of the block in bytes. 

❑ Compressed mode. If the file is big, the data can be compressed. The compression
method normally used is run-length encoding. In this method, consecutive appear-
ances of a data unit are replaced by one occurrence and the number of repetitions.
In a text file, this is usually spaces (blanks). In a binary file, null characters are
usually compressed.

Command Processing
FTP uses the control connection to establish a communication between the client control
process and the server control process. During this communication, the commands are
sent from the client to the server and the responses are sent from the server to the client
(see Figure 21.6). 

Commands

Commands, which are sent from the FTP client control process, are in the form of
ASCII uppercase, which may or may not be followed by an argument. We can roughly
divide the commands into six groups: access commands, file management commands,
data formatting commands, port defining commands, file transferring commands, and
miscellaneous commands. 

Figure 21.6 Command processing
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❑ Access commands. These commands let the user access the remote system.
Table 21.1 lists common commands in this group.

❑ File management commands. These commands let the user access the file system
on the remote computer. They allow the user to navigate through the directory
structure, create new directories, delete files, and so on. Table 21.2 gives common
commands in this group.

❑ Data formatting commands. These commands let the user define the data struc-
ture, file type, and transmission mode. The defined format is then used by the file
transfer commands. Table 21.3 shows common commands in this group.

❑ Port defining commands. These commands define the port number for the data
connection on the client site. There are two methods to do this. In the first method,
using the PORT command, the client can choose an ephemeral port number and
send it to the server using a passive open. The server uses that port number and

Table 21.1 Access commands

Command Argument(s) Description
USER User id User information
PASS User password Password
ACCT Account to be charged Account information
REIN Reinitialize
QUIT Log out of the system
ABOR Abort the previous command

Table 21.2 File management commands 

Command Argument(s) Description
CWD Directory name Change to another directory
CDUP Change to parent directory
DELE File name Delete a file
LIST Directory name List subdirectories or files
NLIST Directory name List subdirectories or files without attributes
MKD Directory name Create a new directory
PWD Display name of current directory
RMD Directory name Delete a directory
RNFR File name (old) Identify a file to be renamed
RNTO File name (new) Rename the file 
SMNT File system name Mount a file system

Table 21.3 Data formatting commands

Command Argument(s) Description
TYPE A (ASCII), E (EBCDIC), I (Image), N 

(Nonprint), or T (TELNET)
Define file type

STRU F (File), R (Record), or P (Page) Define organization of data
MODE S (Stream), B (Block), or C (Compressed) Define transmission mode
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creates an active open. In the second method, using the PASV command, the client
just asks the server to first choose a port number. The server does a passive open on
that port and sends the port number in the response (see response numbered 227 in
Table 21.7). The client issues an active open using that port number. Table 21.4
shows the port defining commands.

❑ File transfer commands. These commands actually let the user transfer files.
Table 21.5 lists common commands in this group.

❑ Miscellaneous commands. These commands deliver information to the FTP user
at the client site. Table 21.6 shows common commands in this group.

Responses

Every FTP command generates at least one response. A response has two parts: a three-
digit number followed by text. The numeric part defines the code; the text part defines
needed parameters or extra explanations. We represent the three digits as xyz. The
meaning of each digit is described below.

First Digit The first digit defines the status of the command. One of five digits can be
used in this position:

❑ 1yz (positive preliminary reply). The action has started. The server will send
another reply before accepting another command.

❑ 2yz (positive completion reply). The action has been completed. The server will
accept another command.

Table 21.4 Port defining commands

Command Argument(s) Description
PORT 6-digit identifier Client chooses a port
PASV Server chooses a port

Table 21.5 File transfer commands 

Command Argument(s) Description
RETR File name(s) Retrieve files; file(s) are transferred from server to client
STOR File name(s) Store files; file(s) are transferred from client to server
APPE File name(s) Similar to STOR, but if file exists, data must be appended to it
STOU File name(s) Same as STOR, but file name will be unique in the directory
ALLO File name(s) Allocate storage space for files at the server
REST File name(s) Position file marker at a specified data point
STAT File name(s) Return status of files

Table 21.6 Miscellaneous commands

Command Argument(s) Description
HELP Ask information about the server
NOOP Check if server is alive
SITE Commands Specify the site-specific commands
SYST Ask about operating system used by the server
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❑ 3yz (positive intermediate reply). The command has been accepted, but further
information is needed.

❑ 4yz (transient negative completion reply). The action did not take place, but the
error is temporary. The same command can be sent later.

❑ 5yz (permanent negative completion reply). The command was not accepted and
should not be retried again.

Second Digit The second digit also defines the status of the command. One of six
digits can be used in this position:

❑ x0z (syntax).

❑ x1z (information).

❑ x2z (connections).

❑ x3z (authentication and accounting).

❑ x4z (unspecified).

❑ x5z (file system).

Third Digit The third digit provides additional information. Table 21.7 shows a brief
list of possible responses (using all three digits). 

Table 21.7 Responses 

Code Description
Positive Preliminary Reply
120 Service will be ready shortly
125 Data connection open; data transfer will start shortly
150 File status is OK; data connection will be open shortly
Positive Completion Reply
200 Command OK
211 System status or help reply
212 Directory status
213 File status
214 Help message
215 Naming the system type (operating system)
220 Service ready 
221 Service closing 
225 Data connection open
226 Closing data connection
227 Entering passive mode; server sends its IP address and port number
230 User login OK
250 Request file action OK 
Positive Intermediate Reply
331 User name OK; password is needed
332 Need account for logging
350 The file action is pending; more information needed
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File Transfer
File transfer occurs over the data connection under the control of the commands sent
over the control connection. However, we should remember that file transfer in FTP
means one of three things (see Figure 21.7).

❑ A file is to be copied from the server to the client (download). This is called
retrieving a file. It is done under the supervision of the RETR command.

❑ A file is to be copied from the client to the server (upload). This is called storing a
file. It is done under the supervision of the STOR command.

❑ A list of directory or file names is to be sent from the server to the client. This is
done under the supervision of the LIST command. Note that FTP treats a list of
directory or file names as a file. It is sent over the data connection.

Example 21.1

Figure 21.8 shows an example of using FTP for retrieving a list of items in a directory.

Transient Negative Completion Reply
425 Cannot open data connection
426 Connection closed; transfer aborted
450 File action not taken; file not available
451 Action aborted; local error
452 Action aborted; insufficient storage
Permanent Negative Completion Reply
500 Syntax error; unrecognized command
501 Syntax error in parameters or arguments
502 Command not implemented
503 Bad sequence of commands
504 Command parameter not implemented
530 User not logged in
532 Need account for storing file
550 Action is not done; file unavailable
552 Requested action aborted; exceeded storage allocation
553 Requested action not taken; file name not allowed

Figure 21.7 File transfer

Table 21.7 Responses (continued)
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1. After the control connection to port 21 is created, the FTP server sends the 220 (service
ready) response on the control connection.

2. The client sends the USER command.

3. The server responds with 331 (user name is OK, password is required).

4. The client sends the PASS command.

5. The server responds with 230 (user login is OK).

6. The client issues a passive open on an ephemeral port for the data connection and sends the
PORT command (over the control connection) to give this port number to the server.

7. The server does not open the connection at this time, but it prepares itself for issuing an
active open on the data connection between port 20 (server side) and the ephemeral port
received from the client. It sends response 150 (data connection will open shortly).

8. The client sends the LIST message.

9. Now the server responds with 125 and opens the data connection.

10. The server then sends the list of the files or directories (as a file) on the data connection.
When the whole list (file) is sent, the server responds with 226 (closing data connection)
over the control connection.

11. The client now has two choices. It can use the QUIT command to request the closing of the
control connection or it can send another command to start another activity (and eventually
open another data connection). In our example, the client sends a QUIT command. 

12. After receiving the QUIT command, the server responds with 221 (service closing) and then
closes the control connection.

Figure 21.8 Example 21.1
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Example 21.2

The following shows an actual FTP session that parallels Example 21.1. The colored lines show
the responses from the server control connection; the black lines show the commands sent by the
client. The lines in white with black background show data transfer.

Example 21.3

Figure 21.9 shows an example of how an image (binary) file is stored.

1. After the control connection to port 21 is created, the FTP server sends the 220 (service
ready) response on the control connection.

2. The client sends the USER command.

3. The server responds with 331 (user name is OK, a password is required).

4. The client sends the PASS command.

5. The server responds with 230 (user login is OK).

6. The client issues a passive open on an ephemeral port for the data connection and sends the
PORT command (over the control connection) to give this port number to the server.

7. The server does not open the connection at this time, but prepares itself for issuing an active
open on the data connection between port 20 (server side) and the ephemeral port received
from the client. It sends the response 150 (data connection will open shortly).

8. The client sends the TYPE command. 

9. The server responds with the response 200 (command OK).

10. The client sends the STRU command. 

11. The server responds with 200 (command OK).

12. The client sends the STOR command.

13. The server opens the data connection and sends the response 250. 

14. The client sends the file on the data connection. After the entire file is sent, the data connec-
tion is closed. Closing the data connection means end-of-file.

$ ftp voyager.deanza.fhda.edu
Connected to voyager.deanza.fhda.edu.
220 (vsFTPd 1.2.1)
530 Please login with USER and PASS.
Name (voyager.deanza.fhda.edu:forouzan): forouzan
331 Please specify the password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> ls reports
227 Entering Passive Mode (153,18,17,11,238,169)
150 Here comes the directory listing.

drwxr-xr-x 2       3027      411          4096 Sep 24  2002 business

drwxr-xr-x 2  3027       411          4096 Sep 24  2002 personal

drwxr-xr-x 2  3027         411            4096 Sep 24  2002 school

226 Directory send OK.
ftp> quit
221 Goodbye.
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15. The server sends the response 226 on the control connection. 

16. The client sends the QUIT command or uses other commands to open another data connec-
tion for transferring another file. In our example, the QUIT command is sent.

17. The server responds with 221 (service closing) and it closes the control connection.

Anonymous FTP
To use FTP, a user needs an account (user name) and a password on the remote server.
Some sites have a set of files available for public access. To access these files, a user
does not need to have an account or password. Instead, the user can use anonymous as
the user name and guest as the password. 

User access to the system is very limited. Some sites allow anonymous users only
a subset of commands. For example, most sites allow the user to copy some files, but do
not allow navigation through the directories.

Example 21.4

We show an example of anonymous FTP. We assume that some public data are available at
internic.net.

Figure 21.9 Example 21.3
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Security for FTP
The FTP protocol was designed when the security was not a big issue. Although FTP
requires a password, the password is sent in plaintext (unencrypted), which means it
can be intercepted and used by an attacker. The data transfer connection also transfers
data in plaintext, which is insecure. To be secure, one can add a Secure Socket Layer
(see Chapter 30) between the FTP application layer and the TCP layer. In this case FTP
is called SSL-FTP. 

The sftp Program
Another way to transfer files using a secure channel is to use another independent pro-
tocol called sftp (secure file transfer protocol). This is actually a program in Unix
called sftp that is part of the SSH protocol (see Chapter 20). When SSH has established
a secure connection between an SSH client and an SSH server, one of the application
programs that can use this connection (multiplexing) is sftp. In other words, sftp is part
of the application component of the SSH. The sftp program is an interactive program
that can work like FTP and uses a set of interface commands to transfer files between
the SSH client and SSH server.      

21.2 TFTP 
There are occasions when we need to simply copy a file without the need for all of the fea-
tures of the FTP protocol. For example, when a diskless workstation or a router is booted,
we need to download the bootstrap and configuration files. Here we do not need all of the
sophistication provided in FTP. We just need a protocol that quickly copies the files.

Trivial File Transfer Protocol (TFTP) is designed for these types of file transfer.
It is so simple that the software package can fit into the read-only memory of a diskless
workstation. It can be used at bootstrap time. The reason that it fits on ROM is that it

$ ftp internic.net
Connected to internic.net
220 Server ready
Name: anonymous
331 Guest login OK, send “guest” as password
Password: guest
ftp > pwd
257 ’/’ is current directory
ftp > ls
200 OK
150 Opening ASCII mode

bin
. . .
. . .
. . .

ftp > close
221 Goodbye
ftp > quit 
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requires only basic IP and UDP. However, there is no security for TFTP. TFTP can read or
write a file for the client. Reading means copying a file from the server site to the client
site. Writing means copying a file from the client site to the server site.

Messages
There are five types of TFTP messages, RRQ, WRQ, DATA, ACK, and ERROR, as
shown in Figure 21.10.

RRQ

The read request (RRQ) message is used by the client to establish a connection for
reading data from the server. Its format is shown in Figure 21.11.

The RRQ message fields are as follows:

❑ OpCode. The first field is a 2-byte operation code. The value is 1 for the RRQ
message.

❑ File name. The next field is a variable-size string (encoded in ASCII) that defines
the name of the file. Since the file name varies in length, termination is signaled by
a 1-byte field of 0s.

❑ Mode. The next field is another variable-size string defining the transfer mode. The
mode field is terminated by another 1-byte field of 0s. The mode can be one of two
strings: “netascii” (for an ASCII file) or “octet” (for a binary file). The file name
and mode fields can be in upper- or lowercase, or a combination of both.

WRQ

The write request (WRQ) message is used by the client to establish a connection for
writing data to the server. The format is the same as RRQ except that the OpCode is 2
(see Figure 21.12). 

TFTP uses the services of UDP on the well-known port 69.

Figure 21.10 Message categories

Figure 21.11 RRQ format
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