
Que: -Proxy server 

Introduction: Proxy simply means acting on someone other’s behalf. A Proxy acts on behalf of the client or user to provide 
access to a network service, and it shields each side from a direct peer-to-peer connection. The Proxy server is both a server 
and a client. It is a server to the client and a client to the destination server. 

Definition: A proxy server is a machine which acts as an intermediary between the computers of a local area network and 
the Internet.   As shown in figure below 

 

 

 

 

 

 

 

 

The client requests an Internet service, such as HTTP, FTP, or Telnet. The client computer starts by attempting to set 
up a session between the client and the server. Assuming the Internet service being requested is TCP based, this 
begins with the client sending out a SYN packet sourced from the client's IP address and destined to the server's IP 
address. 

Working of Proxy: - It is server which acts as a "proxy" for an application by making a request on the Internet ins 
stead.  This way, whenever a user connects to the Internet using a client application configured to use a proxy 
server, the application will first connect to the proxy server and give it its request.  The proxy server then connects 
to the server which the client application wants to connect to and sends that server the request. Next, the server 
gives its reply to the proxy, which then finally sends it to the application client, as shown in figure below 

 

 

 

 

 

 

 

 

 

 

Features of a proxy server: - Nowadays, by using TCP/IP within local area networks, the relaying role that the proxy 
server plays is handled directly by gateways and routers. However, proxy servers are still being used, as they have some other 
features as follows 



1. Caching- Most proxies have a cache, the ability to keep pages commonly visited by users in memory 
(or "in cache"), so they can provide them as quickly as possible. Indeed, the term "cache" is used often in 
computer science to refer to a temporary data storage space (also sometimes called a "buffer.")  A proxy 
server with the ability to cache information is generally called a "proxy-cache server".  The feature, 
implemented on some proxy servers, is used both to reduce Internet bandwidth use and to reduce 
document loading time for users.  

2. Filtering- By using a proxy server, connections can be tracked by creating logs for systematically 
recording user queries when they request connections to the Internet.  Because of this, Internet connections 
can be filtered, by analyzing both client requests and server replies. When filtering is done by comparing a 
client's request to a list of authorized requests, this is called whitelisting, and when it's done with a list of 
forbidden sites, it's called blacklisting. Finally, analyzing server replies that comply with a list of criteria (such 
as keywords) is called content filtering.  

3. Authentication: - As a proxy is an indispensable intermediary tool for internal network users who 
want to access external resources, it can sometimes be used to authenticate users, meaning to ask them to 
identify themselves, such as with a username and password. It is also easy to grant access to external 
resources only to individuals authorized to do so, and to record each use of external resources in log files. 

4. Internal Access from External Network: A reverse-proxy is a "backwards" proxy-cache server; it's 
a proxy server that, rather than allowing internal users to access the Internet, lets Internet users indirectly 
access certain internal servers.  

Modes of proxy server:-There are two modes of Proxy i.e. Transparent and Non Transparent. 

1. Non Transparent Mode and its Problem- Non Transparent Proxy means all proxy servers required 
clients to be aware of them. This meant that a client's software would need to include specific code to 
properly use a proxy. 

Client would need to be configured to send its requests to the proxy. Client software that was not proxy 
aware could not communicate through the proxy. 

Two approaches were used to overcome this software burden.  

 1. SOCKS  

 2. Transparent Proxy 

SOCKS and Transparent Proxy intercept connection requests by masquerading on the fly as the 
destination server being requested by the client.  

The transparent proxy then goes on to make the request to the destination server for the client.  

Using this method, the client is fooled into thinking that it is communicating directly with the server, 
while the proxy is actually handling the communications. 

Working of Transparent Proxy:- 

1. The client requests an Internet service, such as HTTP, FTP, or Telnet. 

2. The client computer starts by attempting to set up a session between the client and the server. 
Assuming the Internet service being requested is TCP based, this begins with the client sending out a 
SYN packet sourced from the client's IP address and destined to the server's IP address. 



3. The proxy first replies with a SYN-ACK packet sourced from the destination server's IP address. It is 
important to mention that this does require the proxy to be on the network path between the client 
and the server. 

4.  Upon receipt of the proxy's SYN-ACK packet, the client finishes the three-way handshake by 
sending out the final ACK packet, again destined to the server's IP address. At this point, the client 
thinks it has a valid TCP connection to the external server. In reality, it only has a connection to the 
proxy. 

5. The proxy is now responsible for establishing a connection to the external server. It accomplishes 
this by sending out a SYN packet sourced from its own IP address and destined to the external 
server. Upon receipt of the server's SYN-ACK packet, it replies with an ACK packet to establish the 
connection to the external server. 

6.  At this point, the proxy has two valid TCP connections for the session: one between itself and the 
client, and the other between itself and the server. Requests received over the client-proxy 
connection will be analyzed for correctness and policy compliance. This will continue until either 
side of the conversation terminates the connection. 

TYPES OF PROXY The classic use is as a proxy firewall located on the perimeter between the Internet 
and your private network. Proxies are not limited to this role though.  

Proxies can be used to accelerate web performance, provide remote access to internal servers, and provide 
anonymity for network conversations. Proxy are of following types: 

 

 

 

 

 

 

1. Web Proxies: - Proxies are not just used to implement firewalls. One of their most popular uses inside 
a network is increasing web performance.  

Web conversations make up a large percentage of the traffic on many networks, so making the Web more 
efficient can have a dramatic impact on network operations.  

Proxies can help by monitoring web conversations and eliminating redundant requests. Web traffic is often 
characterized by frequent transmissions of nearly identical information.  
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If the HTTP request is new, the proxy will make a TCP connection and HTTP request to the destination 
server, returning the resulting information to the browser and also storing a copy of the returned result for 
future use by Caching. 

Web servers can specify when a file should no longer be considered fresh by placing an "Expires:" header in the 
returned request.  

This tells any caches being used (whether proxy or browser based) when to discard the file and request a new one.  

Another benefit that can be gained through web proxies is control over where users can browse. Security and 
productivity can be increased by limiting access to non-organization-related web browsing.  

Proxy logging can be very useful in detecting malicious activity on your network. With a web proxy, all the URLs that 
browsers request can be used for intrusion analysis.  

Reverse Proxies: - Firewalls are frequently thought of as devices that restrict access, not enable it.  

However, proxy techniques can be used for both. If you have a need to support remote Internet users, 
reverse proxies can be the answer. Reverse proxies are used to provide controlled access for external (normally 
Internet-based) users to internal servers.  

An external user attempting to gain access to an internal server first connects and authenticates to the 
reverse proxy by using Secure Sockets Layer (SSL) connection .If authentication is successful, the proxy will 
check its policy to see whether the user is allowed to access the requested server. If so, it will begin proxying 
the connection for the user. 

 

Anonymizing proxies work exactly like normal proxies, but are used for the purpose of protecting your 
identity while you use services across the Internet.  

Your requests are forwarded to the anonymizing proxy (usually over an SSL connection), which hides your 
identifying details (such as IP address) by making the request on your behalf.  

The destination server you are using only learns about the proxy's information and does not learn who 
actually made the request.  

This assumes that you do not pass anything identifying in the actual request. One of the most popular is 
proxy chaining. Tools such as Socks Chain can be used to build connections through multiple anonymizing 
proxies.   

An observer at the first proxy in the chain will only see that you are sending a request to the anonymizer, but 
will not learn the destination because the next hop will only be another anonymizer.  



In this way, the ultimate destination of your request is hidden from any outside observers. 
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